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- Chi cuc Quan ly thi truong
- Trung tdm Khuyén céng va Xuc tién thuong mai

Sé& Cong Thuong nhan dugc Cong vén s& 450/STTTT-CNTT ngay
20/03/2018 ciia S& Thong Tin va Truyén thong vé viéc huéng dan thyc hién Thong
tu quy dinh hoat dong gidm sat an toan hé théng théng tin (Théng tu sé
31/2017/TT-BTTTT ngay 15/11/2017 cua B§ Thong tin va Truyén thong, c6 hiéu
luc thi hanh tr ngay 15/01/2018).

Theo d& nghi cia S& Théng Tin va Truyén théng, S& Cong Thuong phd bién
Théng tu sb 31/2017/TT-BTTTT ngay 15/11/2017 ctia B Thong tin va Truyén
thong va ndi dung hudng dan tai Cong vin s6 450/STTTT-CNTT 20/03/2018 cua
S& Thong Tin va Truyén thong dén cic don vi dé nghién ciru, thyuc hién, dam bao
cong tac trién khai giam sat an toan hé thdng théng tin dat hiéu qua va ding quy
dinh.

Toan bd ndi dung Théng tu s6 31/2017/ TT-BTTTT ngay 15/11/2017 cla
B6 Thong tin va Truyén thong duoc ding tai trén trang thong tin dién tir cla S
Coéng Thuong tai dia chi http.//sct.khanhhoa.gov.vn, chuyén muc “Ung dung
CNTT”, muc “Van ban CNTT”. pé nghi cac don vi quan tam thuc hién.

(Dinh kem Céng van 56 450/STTTT-CNTT ngay 20/03/2018 cua S¢ Théng
Tin va Truyén thong)./. /(W
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S6: 450/STTTT-CNTT Khanh Hoa, ngay 20 thang 3 nam 2018

V/v huéng dan thyc hién Théng tu quy dinh
hoat dong gidm sat an toan hé thong thong tin

Kinh gur:
- Céc S¢, ban, nganh;
- Uy ban nhén dén céc huyén thj x4, thanh phd;
- Céc don vi sy nghiép thudc Uy ban nhén dén tinh;
- Cac co quan nganh doc Trung wong;

Ngay 15/11/2017, B$ Théng tin va Truyén thong ban hanh Théng tu sb
31/2017/TT-BTTTT Quy dinh hoat déng giam sat an toan hé théng thong tin
(sau day goi tit 1a Thong tu s6 31/2017/TT-BTTTT). Thong tu sé 31/2017/TT-
BTTTT co6 hiéu luc thi hanh tir ngay 15/01/2018.

Thuc hién Céng van sb 390/BTTTT-VNCERT ngay 05/02/2018 cua B¢
Théng tin va Truyén thong vé viéc trién khai Théng tu s6 31/2017/TT-BTTTT
cia B TTTT quy dinh hoat dong gidm st an toan hé thdng thdng tin va Cong
vin s6 12582/UBND-KGVX ngay 29/12/2017 ctia Uy ban nhan dén tinh vé viéc
trién khai Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 ctia Bd Thong tin
va Truyén thong;

Pé dam bao cong tac trién khai gidm sat an toan hé thong théng tin dat hiéu
qua va ding quy dinh, S& Thong tin va Truyén thong hudéng dan cac co quan,
don vi, dia phuong, don vi chu quan hé théng théng tin mot sé ndi dung vé viéc
trién khai thuc hién Théng tu s6 3 1/2017/TT-BTTTT, cu thé nhu sau:

1. Céc co quan, don vi, dia phuong cin ctr nhu ciu va quy mé hé thong
thong tin thudc pham vi quan 1y dé tién hanh I4p ké hoach va té chirc trién khai
cac hoat dong, nhi€ém vu gidm sat thudc trach nhiém cua minh theo Thong tu )
31/2017/TT-BTTTT; cir dau moi phdi hop véi So Théng tin va Truyén théng,
Doi Ung ciru khan cép su ¢b an toan thong tin mang tinh Khéanh Hoa, Trung tam
Ung ctru khin cap may tinh Viét Nam (VNCERT) va cac don vi lién quan trong
cong tac trién khai va thyuc hién g1am sat an toan thong tin.

2. Cac co quan, don vi quan ly, van hanh cac hé thdng thong tin, dich vu
cong nghé¢ thong tin phuc vu hoat dong ciia co quan nha nude thuc hién cung
cép thong tin vé hé thong thong tin can giam sat theo biéu mau quy dinh tai Phy
luc 1 ban hanh kém theo Thong tu sé 31/2017/TT-BTTTT (ban dién tw dwoc



dang tdi trén Trang Thong tin dién tir cua S6 Théng tin va Truyén thong tai dia
chi: http:/stitt.khanhhoa.gov.vn, muc Théng bdo), gii vé S& Thong tin va
Truyén thoéng trwde ngay 30/3/2018 dé tong hop, gui Trung tam VNCERT (B6
Thong tin va Truyén théng) dé phéi hop trién khai giam sat.

3. Cac co quan, don vi, dia phuong thyc hién bdo cao dinh ky 6 thang vé
hoat dong gidm sat an toan thong tin theo biéu mau quy dinh tai Phu luc 2 ban
hanh kém theo Théng tu s6 31/2017/TT-BTTTT, giri vé S¢ Thong tin va Truyén
thong trwée ngay 15/6 (bdo cao 6 thing) va 15/12 (bdo cdo ndm) hang nim dé
tong hop, guri Trung tim VNCERT (B6 Thong tin va Truyén théng) va bao cao
Uy ban nhén dén tinh.

Luu y:

- Cac noi dung trén day chi ap dung cho cac co quan, don vi c6 hé thong
thong tin doc 1ap.

- Cac co quan, don vi chi st dung mang LAN va két ndi dén hé théng
thong tin clia co quan chu quan (hodc co quan cap trén) thong qua két ndi mang
WAN hodc mang Truyén sb liéu chuyén ding (ma khéng sir dung dudng truyén
cong cong khac) thi khong phai thuc hién cac ndi dung trén. Tuy nhién, trong
qua trinh khai thac, s dung hé théng thong tin tai don vi, néu c6 phat hién cac
van dé bat thuong hodc su cb tan cong can thong bao ngay cho co quan chu
quan (hodc co quan cap trén truc tiép) dé kip thoi xu 1y.

4. Bé nghi cac co quan, don vi, dia phuong phé bién Thong tu sb
31/2017/TT-BTTTT va ndi dung huéng dan tai Vin ban nay dén cac co quan,
don vi thudc pham vi quan 1y dé o chirc thuc hién.

Qua trinh thuc hién néu c6 khé khin, vudng méc, dé nghi Quy co quan,
don vi lién hé Phong Cong nghé thong tin - S& Thong tin va Truyén théng -
Dién thoai: 0258.3563533 (gdp anh Tang Van Vui) dé dugc hudng dan, hd tro.

S¢ Thong tin va Truyén thong dé nghi cac co quan, don vi, dia phuong
quan tam t6 chirc thuc hién.

Tran trong./.
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PHU LUC 1:
MAU PHIEU CUNG CAP THONG TIN PHUC VU GIAM SAT

DON VI CAP TREN CONG HOA XA HOI CHU NGHIA VIET NAM
TEN DON VI Poc ldp - Ty do - Hanh phic
............. ngay ... thang .... nam 20.....

PHIF:UACUNG CAP/CAP NHAT TH(")NQ TIN ‘
VE HE THONG THONG TIN CAN THUC HIEN GIAM SAT AN TOAN
THONG TIN MANG
Kinh giri: Trung tim VNCERT - B Théng tin va Truyén théng

I. Théng tin vé dom vi van hanh va diau mdi cung cip théng tin

- Tén co quan/don vi quan ly van hanh hé thong th&ng tin:........coovevevveeveeereerreneren.

IL. Cic hé théng théng tin cin giam sat

A. Cac hé thong théng tin hién c6:

B. Théng tin cu thé cac hé théng thong tin can giam sat

1. Hé théng théng tin thir nhit:



dugce quan ly bdi (tén don vi quan Iy, van hanh trung tam di liéu). ... ... ......... ...

0 Thué hosting ngoai, tai Trung tdm dit liéu ctia (tén don vi cung cdp dich vu hosting,
IPURG LA ATE LIEUL): ettt et et e e

1.8. Cac phin mém nén tang, phin mém hé théng, cong cu (PMNT), hé diéu hanh
(HDH) str dung trong h¢ thong thong tin

0 Cac HDH mMAy Chtli..c.coiiiiiiiici

0 CAC PMNT N AUNE: ..ottt
0 CAC HDH MAY trAIMN L .ottt
o Cac phan mém nén tang, hé thong, cong cu, hé diéu hanh khac (ghi rd):..............

1.9. Céc thong tin k¥ thuat khac cia hé thong thong tin (ghi rd):



1.10. Giai phap gidm sat an toan thong tin cho hé théng théng tin:
0 Da ¢6 (ghi rd cdc théng tin dirdi ddy) o Chua co

a. Giam sat cia chit quan hé théng théng tin:

0O Tu thire hién.

0 Thué dich vu (ghi ré don vi cung cdp dich vu):
- Hinh thirc giam sat (triec tiép hay gidn tiép):

- MO ta cong nghé, k¥ thulit giam Satig s iimimiiiiiiiism i i omstvsssammmss

- Hé thong gidm sat co s dung céc bd ludt xtr ly tuong quan: o Co; o Khong.
- Mirc @6 giam sat (Chon cdc mite do diedi diy).

a Giam sat mirc co ban (16p mang va vanh dati): thuc hién giam sat ddi vai cac thiét bi
mang nhu router, switch, tudong hra (firewall), IDS/IPS.

o Giam sat mirc 16p hé didu hanh: 6 thu thap va phan tich nhat ky cua hé diéu hanh.

0 Gidm sat 16p Umg dung: ¢é thu thép. phdn tich, gidm sat nhit ky cac dich vu Gng
dung (vi du: web server; mail server v.v...)

O Giam sat 1dp co sé dir li€u: ¢6 thu thdp, phan tich, giam sat nhat ky dich vu co s& dir
liéu.

- Céc thanh phén cia hé théng giam sat (Chon cdc thanh phan dieéi day):

0 Thanh phdn quan tric co s (nhu cac Sensor thu thap thong tin, thiét bi IDS/IPS.
thiét bi Firewall...)

0 Thanh phén thu thip/chudn héa dir liéu da thu thép thong tin an todn mang
(Connector)

o Thanh phan Iuu trir dir liéu giam sat (Logger)
0 Thanh phan phén tich, giam sat trung tAm(ESM)

- MO ta cac thi€t bt QUAN [HAC CO SON 1o



b. Giai phap giam sat khic (néu co, ghi ré don vi thue hién, mé ta tom tat cong nghé,
kV thudt giam sat):

¢. Giam sét an toan théng tin B6 Thong tin va Truyén thong cho hé théng théng tin:
- Dé nghi B Théng tin va Truyén thong:

0 Trién khai két néi giam sat;

o Chura dé nghi thue hién;

- Bé nghi hd tro giam sat cta chii quan hé thong thong tin:

0 Cé (ghi ré mong mudn gidm sdt triec tiép/gian tiép hodc ¢ hai):

o Khong

- Yéu Ciu/Pé nghij khac:

2. Hé théng théng tin thir hai: (ghi nhue hé thong théng tin thir nhdt)

n. Hé théng théng tin thir n: (ghi nhue hé thong thong tin thir nhdt)

II1. Nhéin lyc thyce hién cong tac giam sat an toan thong tin (giam sat)

1. Lanh dao chi dao cong tac giam sat clia don vi (ghi 8 ho tén, chirc vu, dién thogi,



2. Trudng bo phan giam sat cia don vi (ghi ¥6 ho tén, chire vu, dién thoai,
CIPEUET) ey i s T 0 5 4 0 e VS 0 S W TR ST R

3. Danh sach cén b giam sat cuia don vi:

TT

Ho tén

Dao tae (bang cip
chuyén mon)

Chirng chi k¥ thuit, nghiép
vu lién quan (néu c6)

4. Kién nghj cua don vi doi véi cong tac giam

(KY, ghi ro ho tén, dién thoai, email)

Nguwdri dién phiéu

Thu truong don vi

(Ky tén, dong ddaw)
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