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v/v Ph6 bi6n 31120171'fT

-BTTTT ngiry l5lll/2.017 cna
B0 Th6ng tin vd Truy€n th6ng

UBND T1NII KHANH HOA
SO CONG THUONG

CQNG HOA XA HQI CHU NGHIA VIE,T NAM
DQc lip - Tr,r do - Hgnh phtc

Khdnh Hda, ngdy o$ thdng 4 ndm 2018

Kinh gui:
- Chi cqc Quin ly thi truong
- Trung t6m Khuy0n c6ng vd Xtc ti6n thuong m4i

S0 C6ng Thuong nhfln dugc C6ng v6n sO 450/STTTT-CNTT ngdy

2OlO3l2Ol8 cria So Th6ng Tin vi Truydn th6ng v€ vi6c hu6ng d6n thuc hiQn Th6ng
C6ng so 450/STTTT-CNTT ngaydugc

tu quy dinh ho4t dQng gi6m s6t an todn hQ th6ng th6ng tin (Th0ng tu sd

3ll2}l7ITT-BTTTT ngdy l5llll2}l7 cira BQ Th6ng tin vd Truydn th6ng, c6 hiQu

luc thi hanh tir ngdy l5l0ll20l8).
Theo dC nghi crla S0 Th6ng Tin v?r Truydn th6ng, Sd C6ng Thuong pnO ti6n

Th6ng tu s6lttZOnft-BTTTT ngdy 15/1112017 cia BQ Th6ng tin vir Truydn

thOng vd nQi dung huong d6n t4i C6ng van sO +50/STTTT-CNTT 2010312018 cua

S0 Th6ng Tin vd Truydn th6ng d6n c6c don vi d€ nghiOn cr?u, thqc hiQn, ddm bio
.:

c6ng t6c tri6n khai gi6m s6t an todn hQ th6ng th6ng tin dat hieu qui vd dtng quy

dinh.

Todn bq nQi dung Th6ng tu s6 3ll20l7lTT-BTTTT ngdy 15/1112017 cta
BO Th6ng tin vd TruyAn th6ng dugc dlng tAi tr6n trang th6ng tin tlien tu cta S0

SQ 3II2OI7I TT-BTTTT t5ll12017 cira

C6ng Thuong tai dia chi http://sct.khanhlpa.eov.vft, chuyOn myc "Ung dqng

CNTT', muc "Vdn bdn CNTT'. D€ nghi c6c dqn vi quan tim thgc hiQn.

(Dinh.kdm C6ng vdn tij qSOtStrtr-CNTT ngdy 20/03/2018 cila Sd Th6ng

Tin vd Truy€n th6nd./.4,1,.^t-

Noi nhQn:
- Nhu tr€n;
- Sd TTTT (VBDT+hay b/c6o);
- Luu: VT. VP.
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^y 
oot: $ I norc [tn

vil Truy-en th6ngitinh
Kh6nh Hoa
Email:
sttft@khaDhh€.qov.vn
Cd ouan: Uv ban NhAn
dan tinh Khenh H6a' Thdi gian ki:

'.19:d3""UflNn fiNg KHANH HoA
so THONG TrN vA TRUyBx rsoNc

ceNG uo,r xA Hgr cuU NcHia vrpr NAM
DQc lap - Tu do - H4nh phric

56: 450/STTTT-CNTT
V/v huong din thuc hiQn Th6ng tu quy dinh

hopt ttQng gi6m s6t an todn hQ th6ng th6ng tin

Khanh Hda, ngdy 20 thang 3 ndm 2018

Kinh gui:
- Cdc So, ban, ngdnh;
- Uy ban nhdn ddn cilc huy€n th! xfr, thdnh pho;
- Cdc don vi su nghi€p thuQc Uy ban nhdn d0n tinh;
- Cic co quan ngdnh doc Trung ,*g;

Ngdy l5llll20l7, Bq Thdng tin vd rruydn th6ng ban hdnh Th6ng tu sd

3ll20l7lTT-BTTTT Quy dinh hoat clQng giam s6t an todn hQ th6ng th6ng tin
(sau ddy goi tEt ld Th6ng tu s6 3ll2ol7ITT-BTTTT). Thong tu s6 3U2Ot7tTT-
BTTTT co hiQu lgc thi hdnh tu ngay 1510112018.

Thyc hiQn COng vdn sO :9O/BTTTT-'[NCERT ngay O5lO2l2Ol8 cua BO

Th6ng tin vd Truydn th6ng vd vi€c tri6n khai Thdng tu s6 3ll20l7lTT-BTTTT
ctra BQ TTTT quy clinh hopt tlQng gi6m s6t an todn hC th6ng th6ng tin vd C6ng

vdn s6 I2I8}IUBND-KGVX ngdy 2gll2l2\l7 cua Uy ban nhdn ddn tinh vd vi€c
tri6n khai Th6ng tu s6 3ll2ol7ITT-BTTTT ngdy l5llll2}17 cua 86 Th6ng tin
vd Truydn th6ng;

Oti eam b6o cong t6c tri6n khai gi6m s6t an todn hC thdng th6ng tin dat hi6u
qui vd itring quy dinh, So Th6ng tin vir Truydn th6ng huong din cilc co quan,

don vi, dia phuong, don vi chri quAn h6 th6ng thong tin m6t s6 nQi dung v6 vigc
tri6n khai thyc hi6n Th6ng tu s6 3l|20\7ITT-BTTTT, cu thc nhu sau:

l. circ co quan, don vi, clia phuong cln cu nhu cAu vd quy m6 hQ th6ng
th6ng tin thu6c pham vi quin lli de ti€n hinh l6p k€ hoach vd t6 chirc tridn khai
c6c hopt dOng, nhiQm vu gi6m sdt thuQc tr6ch nhiQm cua minh theo Thong tu so

3ll20l7lTT-BTTTT; cu diu moi ptr6i trq,p vdi So Th6ng tin vd Truydn th6ng,
DQi Ung cuu khAn c6p sr,l cO an todn thdng tin mang tinh Kh6nh Hda, Trung t6m
Ung cuu kh6n cdp mdy tinh Vi0t Nam ('/NCERT) vd c6c dcrn vi li0n quan trong
c6ng t6c tri6n khai vd thuc hi6n gi6m s6t an todn th6ng tin.

2. cic co quan, don vi quin ly, vdn hdnh crlc he th6ng th6ng tin, dich vu
c6ng nghe thong tin phpc vu ho4t dOng cua co quan nhd nudc thuc hi6n cung
cAp th6ng tin vA hQ thOng th6ng tin cAn gi6m siit theo bi6u mfiu quy rlinh tai phu
luc I ban hdnh kdm theo Th6ng tu s6 3ll2ol7lTT-BTTTT (ban di€n t* duqc



ddng tai tren Trang Th6ng tin di€n t* cua Sd Th6ng tin vd Truyin thong tqi dia

chi; http;i/stttt.khttnhhoa.got,.r,rt, muc Thilng bdo), gui v0 So Th6ng tin vd

Truyiin thong trwdc ngdy 30/3/2018 de tong hqp, gui Trung tAm VNCERT (B9

Th6ng tin vd Truydn th6ng) de ph6i ho. p tri6n khai gi6m srit.

3. C6c co quan, don vi, dia phuong thgc hiQn b6o c5o dinh kj, 6 th6ng vC

ho4t dQng gi6m s6t an todn th6ng tin theo bi6u m6u quy ilinh tai Phu luc 2 ban

hdnh kdm theo Th6ng tu sO 3ll20l7lTT-BTTTT, gui uii Scy Th6ng tin vi Truy6n

thong trthc ngdy 15/6 (bao cdo 6 thang) vd 15/12 (bao cdo nam) hdng nlm d6

t6ng hqp, gui Trung tdm VNCERT (BQ Th6ng tin vd Truydn th6ng) vd b6o c6o

Uy ban nhAn dAn tinh.

Lu'u y:

- Cic n6i dung tr6n d6y chi 6p dUng cho c6c co quan, clon vi co hC th6ng

thong tin tlQc lap.

- Circ co quan, dcrn vi chi sir dUng m?ng LAN vd ket nOi Oen hC thong

th6ng tin ctra co quan chu quin (hodc co quan c6p tr6n) th6ng qua k6t n6i mang

WAN hodc mang Truy6n rO tlC, chuy6n ding (md kh6ng sir dqng duong truydn

cong cQng kh6c) thi kh6ng ph6i thyc hiQn c6c n6i dung trOn. Tuy nhi6n, trong

qu6 trinh khai th6c, su dgng hQ th6ng th6ng tin tai dcrn vi, n6u c6 ph6t hiQn c6c

v6n dC b6t thuong hoic rg .6 t6n c6ng cAn th6ng brlo ngay cho co quan chtr

quin (hodc co quan c6p tr€n truc ti6p) c16 kip thoi xu ly.

4. Dd nghi circ co quan, don vi, dia phuong ph6 bi€n Th6ng tu sti

3ll2}lTITT-BTTTT vd nQi dung hucrng d6n tai Vin bdn niy d6n c6c co quan,

don vf thuQc pham vi quan li de t6 chric thuc hi6n.

Quri trinh thuc hiQn n6u co kho kh[n, vucrng 
^d", 

dC nghi Quy co quan,

don vi 1i6n hp Phong C6ng nghQ th6ng tin - So Th6ng tin vd TruyCn thong

Di6n tho4i: 0258.3563533 (gqp anh Tang Van Vui) c16 ituqc huong ddn, h6 trg.

So Th6ng tin vd Truydn th6ng ttd nghi cac co quan, don vi, clia phuong

quan tdm t6 chirc thpc hi0n.

Tr6n trong./.

Noi nhQn:

- Nhu tr6n (VBDT);
- UBND (VBDT, de b/c); 

.

- TT T NCERT (VBDT, de b/c);
- Luu: VT.
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PHQ LpC l:
MAU PHIEU CUNG CAP TH6NG TIN PHUC VU GIAM SAT

DoNVI cAprnrN ceNG HoAxAHer cHUNGHiAvTETNAM
ftX OOtt v1 DQc l$p - Tr; do - Hanh phric

PHIEU CUNG CAP/CAP NHAT THONG TIN
VE HE THONG THONG TIN CAN THI/C HIEN GIAM SAT AN TOAN

THONG TIN MANG

Kinh gri: Trung tim VNCERT - BQ Th6ng tin vdr Truydn thdng

I. Th6ng tin vd ttcrn vi v{n hirnh vi dAu miii cung c6p th6ng tin

- T6n co quan/don vi qu6n l1i vAn hdnh h€ th6ng th6ng tin:

- Tdn ngudi/diu moi cung ciip thong tin

- Chuc danh:

- 56 <li€n thoai:

- Email:

Il. C:ic hQ th6ng th6ng tin cin giSm sdt

A. C6c hQ th6ng th6ng tin hiQn c6:

o Cdng th6ng tin diQn tri:

r He th6ng dich vu cong truc tuyen:

a HQ th6ng thu diQn tri:.......................,

o H€ thdng qudn lli vdn bin didu hdnh

o HQ th6ng co sd d[ IiQu:....................

c HQ th6ng khflc (ghi rd):

B. Th6ng tin cg th6 cfc h9 th6ng rh6ng tin cAn gi6m s6t

l. Hf thiing th6ng tin thr? nhdt:

- Dia



1 .1. TCn hQ th6ng th6ng tin:...........

1.2. M6 t6 t6rn tit chuc n5ng, quy m6, ph4rn vi phpc vu cta hQ th6ng th6ng tin:

1.3. C6p ilQ cira hQ th6ng th6ng tin:...........

1.4. H9 th6ng th6ng tin dugc ilflt t4i:.....

o Trung t6m dir liQu cria co quan, dcrn v!, tai ...........

duoc quAn ly bdi (An don vi qudn ly, vQn hdnh trung tam dfi li€u)

o ThuC hosting ngoiri, tai Trung tdrn dir liQu ctra (tOn don vi cung ciip dich vq hosting,
trung tam dil'liQu):

tai (dia chi trung tam dir li€u)

1.5. TCn mi6n, UPL cria hQ th6ng th6ng tin:...........

1.6. Citc (dai) dia chi IP Internet sri dpng trong hQ th6ng th6ng tin:

r Tudng hia, Firewall (chilng loqi, model):.............

n Thitit bi m4ng khic (chilng loqi, model):....

1.8. Crlc phAn mAm n€n t6ng, phAn mOm hQ th6ng, c6ng cu (PMNT), he di6u hdnh

(HDH) sri dqrng trong hQ th6ng th6ng tin

r C6c HDH m6y chir:..

n C5c PMNT ung dpng:

r Cac HDH m6y tram:

I c6c phan mdm n6n t6ng, hQ th6ng, c6ng c9, hq <li6u hdnh khric (ghi 16):

1.9. Circ th6ng tin k! thuflt kh6c cira h9 th6ng thdng tin (ghi 16):

L7. Thi6t bi ha tAng m?ng phpc vs cho hQ th6ng th6ng tin:

o Switch (chilng loqi,

n Router (chilng loqi,

I IDS/IPS (Thiet biphat hiQn/ngln chan t6n c6ng) (chilng loai, model):....



1.10. Giai ph6p gi6m set an toan th6ng tin cho hQ th6ng th6ng rin:

o Dd c6 (ghi rd cdc thong tin fuhi ddy) n Chua c6

a. Girim sdt cua chu quin hQ th6ng rhdng tin:

o Tu thtrc hi€n.

n ThuC dich vu (ghi rd don vi cung cdp dich vu):

- Hinh thfc giiim siit unrc tiAp hay gidn riipt:

- Md ti c6ng nghQ, k! thudt giiim siit:

- Khi ning phdn tich sd luqng su ki0n an todn mang/m6i gi6y IEPS): ................. EPS.

- Dung lugng 6 cimg luu trfi su ki6n an toirn meng /ngdy (GBiday):............... GB/Day.

- HQ th6ng gi6m s6t c6 sri dung cdc bQ lu4t xir lf tucmg quan: tr C6; I Khdng.

- Mt?c dQ gi6m sdt (Chon cdc m{rc do dtrdi ddy):

I Gi6m s6t mr?c co bAn (krp mang vd vdnh dai): thyc hi6n gi6m s6r d6i vOi cAc thiCt bi
mang nhu router, switch, tuong lta (firewall). IDS/IPS.

o Gi6m siit mfc lop hQ diCu hdnh: c6 thu thfp vir phdn tich nh{t kli cua hd di6u hdnh.

r Gi6m s6t lop ung dung: c6 thu th{p. phdn tich. gidm s6t nhdt kj cric dlch vU fng
dpng (vi du: web server; mail server v.v...)

n Gidm srit lop co sd dt liQu: c6 thu thd,p, phAn tich. gi6m s6t nh4t kli dlch vu co so dir
liQu.

- Ciic thdnh phAn cria h€ th6ng gi6m siit (Chon cac thdnh phtin ctrdi day):

a Thdnh phAn quan tric co so (nhu ciic Sensor thu thdp th6ng tin, thi6t bi IDSAPS.
thi6t bi Firewall...)

r Thdnh phAn thu thAp/chu6n h6a dir liQu da thu rhap th6ng tin an rodn mang
(Connector)

o Thdnh ph6n lrru trir dt liQu giiirn sdt (Logger)

r Thdnh phAn ph6n tich, gi6m siit trung tAm(ESM)

- Md tA cric thi0t bi quan tric co so:



h. Giai phrip giiim siit khAc tndu co. ghi rd don vi rhrc hiin. n6 d ton tdt cong ngh(.
kt thuqt gidm sdt):

c. Gi6m s6t an to?rn th6ng tin B6 Thdng tin vd Truy€n thdng cho hQ th6ng th6ng tin:

- D6 nghi BQ Thdng tin vir Truydn th6ng:

-.i 
.. .. I :,, .,tr lnen khal ket nol glam sat:

r Chua dd nghi thqc hiQn;

n Khric

- EC nghi h5 trq gi6m siit cria cht quin hQ th6ng th6ng tin:

a C6 (ghi rd mong mu6n gidm sdt trtc ti€p/gidn ti1p hofic cd hai):

r Kh6ng

- YOu Ciu/DO ngh! kh6c:

2. HQ thiing th6ng tin thri hai: (ghi nhu'hQ thting thong tin thti nhtit)

n. HQ thiing th6ng tin thir n; (ghi nhr hQ th6ng th6ng rin thri nhdt)

III. Nhin lqc thqc hiQn c6ng trlc girlm s6t an toirn th6ng tin (gi6m sit)

L Ldnh clao chi d4o cOng tric giiirn siit cria don vi (ghi rd ho ftn, chtrc vu, di€n thoai,
email):.............



2. Tru&ng b0 phdn gi6m s6t cria don vi (ghi rd ho ftn, ch{rc v4, di€n thooi,
emoil):

3. Danh sdch c6n bQ gi6m s6t cua clon vi:

4. Ki6n ngh! cta don vi d6i vdi c6ng t6c giiim
sdt:

TT Ho t6n
Dho t4o (bdng c6p

chuydn m6n)
Chfng chi ki thuqt, nghigp

vg li6n q uan (ndu c6)

Nguoi didn phi5u Thii tnriing do'n. vi
(Ky, ghi rd ho ftn, di€n thoai, emaill (Ki ftn, ddng dau)
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